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Setting Up IP Addresses Automatically (Auto IP Setup)
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Configue the network information on your PC
Operation Privileges and Login Users
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Preparing Your Computer for Network Operation

Follow the steps below to prepare your computer for network operation. For detailed procedure, refer to the linked
information.

n Assign a unique IP address to each camera.

If you have newly installed two or more cameras on your network, you can accomplish this by using the supplied
“Auto IP Setup” software.

E Check your operating environment
E Connect the camera to the network to which your PC is also connected.

n Configue the network information on your PC
You need to configure information such as the IP address of your PC.

¥ install the “H.264 Plug-in” from the supplied CD-ROM onto your PC.

Double-click the “setup.exe” icon and complete the steps in the wizard.
You are now ready to monitor the surveillance video in the H.264 format.
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E Access the camera from your Web browser.

From your Web browser (Internet Explorer), access the camera and log into the system as an “admin” user
(administrator).

Monitor live video.
When you access the camera and log into the system, live video from the camera appears on the live screen.

m If the live screen displays no or distorted video, check your operating environment and connection
conditions.

E Configure the necessary settings on the administrator configuration screens.

Although the camera is already configured with the factory default settings so that you can monitor live video
immediately after you log into the system, you need to configure necessary settings according to your installation
environment and application of the camera.

If this is the first access to the camera, start by configuring the system clock on the CLOCK
SETTINGS screen.

E Use associated software applications to extend the capabilities of your surveillance
system.

Install the following associated software applications on your PC, as required:
VA-SW3050L.ite (supplied): Monitor application for monitoring video images from more than one camera
simultaneously on a multi-view screen.
VA-SW3050Server/Client (optional): Recorder/player application for recording and playing back streaming
video data from the network.
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Setting Up IP Addresses Automatically (Auto IP Setup)

If you are installing two or more new cameras on the same local network, you need to change the factory default
IP address of each camera to prevent IP address overlap. The supplied “Auto IP Setup” software frees you from
this burden by automatically assigning a unique IP address to each camera on your network.

Before setting up the IP addresses automatically, click the [Search Cameras] button in the utility window to search
all cameras on the network and display the address settings and details of each camera.

x

) Status
NEW: The camera has the default IP address (“192.168.0.2").
< Assign a unique IP address.
OK: The camera has a unique IP address and can be connected successfully to network.

CAUTION: The camera cannot be connected successfully to the network because of IP address overlap or
other reason.
» Change the IP address.

) Number of searched cameras (Total and by status)

) Camera details

“Model name”, “IP Address”, “Port”, “SSL”, “Camera Title”, and “Firmware Version” are not shown if
the network board or other hardware is not supported.

“IP Address”, “Port”, “SSL”, and “Camera Title” are editable. (Refer to the “Manually Setting Up IP
Addresses of Existing Cameras” section.)

o Camera Image | button

Select the desired camera row and click this button. Then, video from the camera appears in a separate window.
Use it to check which camera is selected or when editing the camera title or other data.

o Web Browser | button

Select the desired camera row and click this button. Then, the Web browser opens and connects to the camera
automatically.
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Automatically Setting Up IP Addresses of New Cameras

KB Insert the supplied CD-ROM into the CD-ROM drive of your PC.
The opening menu appears.

W1 ciick [Auto IP Setup].
The utility window opens so that you can search cameras.

If you encounter a firewall confirmation dialog box, disable the firewall so that your PC can
communicate with the camera.

B Click |search Cameras | .

The utility searches all cameras on the local network and shows information on each camera one after another.

Fort. =8 Caners Title

[l V- HIZL00P 182,168.0.7 " oFF Hedwork Caners
152, 168.0.0

Auto setup ks only applied to camerss with factory setting
Entar a start or end address you want 1o apply auto setup

Auto setup range

from 182 163 100 4 (]

Execute Cancel »

The above screenshot shows an example when your PC is connected to 10 cameras.

n Click Auto setting| and, in the address range selection dialog box, click EXECUTE].
The utility automatically assigns a series of new IP addresses, starting from the start address.

camera that has a status of “NEW".

m The dialog box initially shows, as the start IP address, the IP address to be assigned to the first
To specify your own address range, type both the start and end IP addresses.

The utility automatically assigns an IP address to each camera located in the LAN, but not beyond
the router.

It skips any IP address that is already used.

Manually Setting Up IP Addresses of Existing Cameras

If you find that the searched cameras have overlapping IP addresses (indicated by a status of “CAUTION”) or if
you need to change a camera title, you can edit the displayed camera data manually as described below.
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n Select the desired camera and click Manual setting | .
The camera information dialog box opens.

E Make changes to the camera data and click EXECUTE .

This transmits your changes to the camera.
You can see the problem of IP address overlap has been resolved in the [Status] row of the list, which has been
changed from “CAUTION" to “OK”.

You cannot change the model name.

If your login user name and password has been changed from the factory default settings, you will be
presented with an authentication check dialog box. In this case, type the current user name and

password.
Mo, [ | Please ingut User name snd Password of the camera
Mode! Mama [vec-roesoor

Usar rama o]

pmmE -
IP Address 192 . 168 0. % « P - seeee
Subrat Mask | 255 . 285 285 [+]

Set below as well when using SSL or changed port

M 1
|
: 1
]
Gateway : | 192 168 o . 254 : numbar.
Port Mumtar : lao : (=i i
ssL : Con ®OF : SsSL C oM & OFF
Camera Tie \ Peveork Camerzs 1
Begute | .
Authentication check
dialog box

If SSL communication is enabled for the selected camera, you cannot edit the camera data. Change
the SSL and port number settings in the authentication check dialog box.

Before You Begin Network Operation 5/13



Checking the operating environment

To operate the camera via network operation, you must meet the following operating requirements.
PC: IBM PC/AT compatible
Operating system: Windows XP Professional/Windows Vista
CPU: Core2Duo E6700 2.66 GHz or higher

Memory: Windows XP: 1GB or more
Windows Vista: 2GB or more

Network interface: 10BASE-T/100BASE-TX (RJ-45 connector)
Display card: 1920x%1200 pixels or higher

Graphics chip: ATI RADEON HD2600 series or higher
nVIDIA GeForce 8600 series or higher
nVIDIA Quadro FX550 series or higher

Web browser: Internet Explorer Ver. 6.0 SP2 or higher, or Internet Explorer Ver. 7.0

4

| Use a LAN cable no longer than 100 m (109.4 yards) with the shield type CAT5 or higher.
| The live video may be delayed depending on your system environment.
| Use Windows Update to keep the operating system and browser up-to-date.

Note, however, that Internet Explorer 8 is not supported.

Configuring the Web Browser

In the cases below, configure the Internet Explorer's settings by clicking [Tool] and then [Internet Options].

When accessing the camera using SSL encryption for video signal transmission
[l Click the [Advanced] tab.

E Make sure that the [Use SSL 2.0] and [Use SSL 3.0] check boxes under [Security] are selected. If
deselected, select them.

When the video refresh is unstable
[l Click the [General] tab.
1 Under [Temporary Internet Files], click [Settings].
For Windows Vista, click [Settings] under [Browsing history].
[ set the slider under [Amount of disk space to use:] to a low value (the minimum value recommended by

Microsoft).
When a Java Script “Runtime Error” is displayed during operation
[l Click the [Advanced] tab.
1 under [Browsing], deselect the [Display a notification about every script error] check box.
[ select the [Disable script debugging] check box.
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Configue the network information on your PC

For Windows XP

n In [Control Panel], click [Network and Internet Connections].
The [Network and Internet Connections] dialog box opens.

Pick a category

= v
\ i Appearance and Themes ‘- Printers and Other Hardware
o =

Network and@ternet Connection: g ' User Accounts

F Add or Remove Programs L Date, TFme. Language, and Regional
Options

E ! _4) Sounds, Speech, and Audio Devices Accessibility Options

— w Performance and Maintenance ./ Security Center

E Click [Network Connections].

The [Network Connections] dialog box opens.

Under [LAN or High-Speed Internet], the icon representing your LAN interface (Ethernet adapter) configuration
appears.

Pick a task...

El Set up or change your Internet connection

E| Create a connection to the network at your workplace
E| Set up or change your home or small office network
El Set up a wireless network for a home or small office

E| Change Windows Firewall settings

or pick a Control Panel icon

r_"l Internet Options

s
\¢ Network Setup Wizard o Windows Firewall

-*},' Wireless Network Setup Wizard

E Right-click on the LAN interface (Ethernet adapter) configuration icon and click
[Properties] in the context menu.

The [Local Area Connection Properties] dialog box opens, with the [General] tab shown.
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LAN or High-Speed Internet

ocal Area Connection 2 ™ Local Area Connection
¥ sable = e Connected, Firewalled
[ il Bl 3Com EtherLink XL 10{100 PCL...
¥ status ;{.ﬂ
Repair

Bridge Connections

Create Shortout
elete

Renarme

Propetties k

n In the [This connection uses the following items:] list box, select the [Internet Protocol
(TCPI/IP)] check box.
Confirm that the [Internet Protocol (TCP/IP)] check box is selected. If deselected, select the check box.

-4~ Local Area Connection 2 Properties E|E]

General | Authentication | Advanced |

Connect using:
B8 Intel(R)PROA00 S Desktop Adapter ‘ Corfigure...

This connection uses the following tems:

gtlient for Microsoft Metworks

JQ File and Printer Sharing for Microsoft Networks
W Q (oS Packet Scheduler

% Intermet Protacal (TCPAR)

Uninstal

Description

Transmiszion Contral Pratacol/ntemet Pratocol. The default
wide area network protocol that provides communication
across diverse interconnected networks,

[ Show icon in notification area when connected
Matify me when this connection has limited or no connectivity

[ 0K H Cancel ]

E Click [Properties].
The [Internet Protocol (TCP/IP) Properties] dialog box opens, with the [General] tab shown.
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ﬂ Select the [Use the following IP address:] radio button and specify the IP address, the
subnet mask, and the default gateway.

Internet Protocol (TCP/IP) Properties

General

the appropriate |P settings.

| ‘You can get IP settings assigned automatically if your network. supports
this capability. Otherwise, you need to ask your network. administrator for

() Obtain an IP address automatically

Preferred DNS server:

Alternate DNS server:

(%) Use the following IP address:

IP address: 192 168 . 0 . 250

Subnetmask

Default gateway: 192.168. 0 . 1
Obtain DNS server address automatically

(%) Use the following DNS server addresses:

Check the configured settings and click | ok .

You are now done with the TCP/IP configuration.
Close all the dialog boxes that are open.

For Windows Vista

n In [Control Panel], click [Network and Sharing Center].
The [Network and Sharing Center] dialog box opens.

View computers and devices

Connect to a network

See also
Internet Options

Windows Firewall

Network and Sharing Center

T L

USERL-PC Network

(This computer)

El Network (Private network)
Access Lecal and Internet

Connection Local Area Connection

23 Sharing and Discovery

Network discovery @ On
File sharing @ On
Public folder sharing @ Off
Printer sharing @ Off (no printers installed)
Password protected sharing @ On

Media sharing @ Off

Show me all the files and folders [ am sharing

Show me all the shared network folders on this computer

View full map

Customize

< @

/‘
po¥

4.:\ @\ (3_) [

(QXQ
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E Click [Manage network connections].
The [Network Connections] dialog box opens.

‘ Organize v Q= Views ~

Status Device Mame

LAN or High-Speed Internet (1)

-----------------
Local Area Connection

= f
h!‘ _ Netwo I
G 24 R.nlr.%elsemnu Fa.. }}

MName

C)_C\)- ‘lf" <« Network and Internet b Netwark Connections »

Connectivity MNetwork Category

"|‘1H5Ean:h PI

Cuwmer

Phone # or Host Addre..,

Fy

Type

E Double-click [Local Area Connection].
The [Local Area Connection Status] dialog box opens.

@ Local Area Connection Status
General
Connection
IPv4 Connectivity: Inkernet
IPv6 Connectivity: Limnited
Media State: Enabled
Duration: 00:16:24
Speed: 1.0 Gbps
Ackivity
Sent —— &! ——  Received
it
Bytes 5,814,496 | 373,074
e m - .
: @Pr erties ; @Disahle J [ Diagnose J
- - - - -
—

n Click [Properties] and, in the confirmation dialog box, click [Continue].

The [Local Area Connection Properties] dialog box opens.

E Select the [Internet Protocol Version 4 (TCP/IPv4)] check box.

Confirm that the [Internet Protocol Version 4 (TCP/IPv4)] check box is selected.
If deselected, select the check box.
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il

Local Area Connection Properties

Networking

Connect using:

L¥ Realtek RTLB168B/8111B Family PCI-E Gigabit Ethernet

This connection uses the following items:

"% Client for Microsoft Networks

3Bl (305 Packet Scheduler

Q File and Printer Sharing for Microsoft Networks

-4 |ntermet Protocol Yersion & (TCP/IPYE)

g 1=t Protocol Yersion 4 (TCP/IPyd)

& Link-Layer Topology Discovery Mapper 1/0 Driver
i Link-Layer Topology Discovery Responder

Emm == ===
1 1
S = e ——
Description

Transmission Control Protocol/Intemet Protocol The default
wide area network. pratocol that provides communication
across diverse interconnected networks.

0K ] [ Cancel

n Click [Properties].

The [Internet Protocol Version 4 (TCP/IPv4) Properties] dialog box opens, with the [General] tab shown.

Select the [Use the following IP address:] radio button and specify the IP address and the

subnet mask.

i

Internet Protocol Version 4 (TCP/IPv4) Properties

General

(7 )

for the appropriate IP settings.

- £.0btain an IP_address automatically_
(@ Use the following IP address:

Obtain DNS server address automatically

@ Use the Fallowing DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Y¥ou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

L e e el

[
1 1
1 1
: 1P address: 192 .168 . 0 .250 :
1
v Subnet mask: 255 . 255 .255 . 0 '
1 ]
1 Default gateway: 192 . 168 . 0O 1 :
1

P

:-| fﬁﬁ --E| Cancel

-
et

E Check the configured settings and click ok|.
You are now done with the TCP/IP configuration.

Close all the dialog boxes that are open.
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Operation Privileges and Login Users

Operation Privileges

The operation privileges of users who perform network operation are divided into 3 levels (admin, operator, and
guest). Each user who attempts to access the camera will be authenticated by the user name and password at
login and granted an appropriate operation privilege.

Operation Privileges
Operation
admin operator guest

Monitor live video. o o o
Switching between JPEG image and H.264 o o o
video

Selecting H.264 video stream protocol o o =
Changing the user password o o -
Configuring settings o A =

o: Available
A: Available (Excluding NETWORK SETTINGS)
— Unavailable

Disabling authentication check at login

You may set [ANONYMOUS USER LOG IN] to “ON” on the USER SETTINGS screen to allow anyone to access
the camera without any authentication check at login.

In this case, all login users are regarded as guest users.

m This means that users will be presented with an authentication check dialog box if they attempt to
perform any operation beyond the guest user privilege and must enter an adequate user name and
password to proceed.

Login User

Login is permitted to the following 5 users.
When you access the camera for the first time, log in as an admin user.

Operation Privileges User Password (Default)
admin admin admin
admin2 admin2
admin3 admin3
operator operator operator
guest guest guest

Update your password periodically for security reasons.
For details, refer to the “USER SETTINGS” section.

Limitation of Simultaneous Connections

Up to 20 users have access to one camera at a time.
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If two or more users with the same operation privilege, for example, two admin users, log into the
system, the user who log in last will take precedence.

If you need to limit the PCs allowed (or disallowed) to access the camera for security reasons, you
can register the IP addresses of those PCs on the SECURITY SETTINGS screen.

Updating of live video may become slower depending on your system environment as the number of
login users increases.

The number of users who can connect to the system simultaneously may be limited depending on
the display resolution setting.

Using the supplied “VA-SW3050Lite” monitoring software or the optional “VA-SW3050 Server/Client”
recording/playback software also provides simultaneous access to the camera from your Web
browser. However, if the user who is using the software configures one of the following settings, the
Web-based admin user will be disconnected from the camera.

Camera Setting

Normal Recording & Live Setting (JPEG)

Live Setting (H.264)

Alarm Setting
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